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Data centers store, manage, process, and exchange digital data and information. The 
client/server model is based on a fixed number of servers for many clients. As a result, the 
resources available in this model are only likely to decrease, as the load of the network increases. 
It has a single point of failure because the number of servers is static, and tends to be un-
scalable. Conversely in a distributed model (where the data may be distributed over many 
systems), the more the number of nodes in the network, the more capacity and load the system 
can handle. The resources and the load are distributed among all the nodes to reduce the overall 
load of the system. In order to achieve this, the distributed data systems must be highly scalable 
and capable of modifying and adapting its topology as nodes are entering or leaving the system. 
 Peer to peer systems have distributed data storage architecture. They are loosely 
organized systems without any centralized control or any hierarchical structure. Data centers and 
peer to peer systems share a common communication model in which each node acts as both 
client and server. This contributes a system that has no centralized data and has its entire load 
almost equally distributed over the network ensuring the load balancing in the network. 
1.1 BACKGROUND AND MOTIVATION 
Data centers are being increasingly used due to the increasing popularity of cloud 
computing. Such usage requires an efficient and reliable addressing scheme to store and 
communicate the data. This very need for an addressing scheme motivated me to pursue my 
thesis. There are some theoretically ideal protocols in peer to peer networks. But a simple 
theoretical model does not necessarily help in achieving efficient communication. 
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Chord [1] is a theory-inspired protocol which belongs to the family of peer to peer 
protocols. But it is not used in real time applications because of its enormous overhead. Although 
the Chord protocol will resolve all the lookups via O(log N) messages to other  nodes, there can 
be a more efficient lookup service which can take less than O(log N) messages [1]. Also the 
stabilization overhead in Chord prevents it from being used in real time. 
 
 Gnutella [2] is another peer to peer protocol, although widely used; it has its own 
drawbacks. In case of Chord, data needs to be moved back and forth among the nodes 
continuously as nodes join and leave the network, making it to be unacceptable for the practical 
implementation. The main drawback of Gnutella protocol is its heavy request traffic. The passing 
of request messages in Gnutella often leads to network congestion and slow response making 
the quality of service poor, since the response to the queries is delayed. A study showed that 
most of the traffic in Gnutella systems is mainly due to messages for establishing initial 
connections and queries [3]. 
 
In view of these drawbacks, we propose a new protocol called CHORELLA that inherits 
the features of both Chord and Gnutella, which explains its name.
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1.2 RESEARCH GOALS AND APPROACH 
 
Distributed hash tables (DHTs) [4] are a class of decentralized distributed systems that 
provide a lookup service similar to a hash table. Chord is one of the four original distributed hash 
table protocols, (along with CAN, Tapestry, and Pastry [5]), and it was developed in 2001 as the 
bottom layer of a DHT, for routing and locating peers in the overlay network. It provides support 
for just one operation and given a key, it maps the key onto a node [10]. The Chord protocol is 
designed to efficiently locate the node where the key is stored, but it remains a theoretical model.  
Gnutella[2] is another fully distributed alternative to the centralized systems. It uses a 
flooding query model. All the queries are flooded to all nodes until the data is located. It limits the 
query to a maximum number of hops (used like a time-to-live) to prevent infinite loops. Ripeanu 
reported that the traffic generated in Gnutella consists of approximately 92% Query messages, 
8% Ping messages and hence other messages constitute less than 1% of the traffic [7].  
The above problems call for an efficient and a reliable addressing scheme. The core 
problem confronting distributed data storage and peer to peer applications is to efficiently locate 
the node where the requested data is present [8]. The goal of this thesis is to find an addressing 
scheme which goes beyond the theoretical model. CHORELLA, the new addressing scheme is 
built upon the ideas of Chord and Gnutella and it finds the location of the requested data in the 
network.  
CHORELLA avoids the heavy network traffic and minimizes the number of lookup 
messages. It is similar to Chord in the way it organizes its nodes on an identifier space. We take 
into consideration that there can be a maximum of 2
20
 (this number is an arbitrary choice based 
on an expectation of the number of nodes in a large network) nodes that can be a part of the 
network. CHORELLA identifies a 2
20
 bit identifier space to place the nodes on the identifier circle. 
It is assumed that all these nodes are alive when the network is established initially. Each node’s 
IP address is mapped to a 20 bit address using one to one mapping. A Manager node, which sits 
on the top of the overlay is responsible for assigning these 20 bit  nodeIDs to the nodes. A list of 
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all these pairs (the nodeID and its corresponding IP address) of all the nodes present in the 
network forms a mapping table which is maintained by the Manager node. 
 
 Each file is placed in the network in the following manner: The file name is hashed to 
160 bit hash value using SHA-1 hashing algorithm. Least significant 20 bits of the 160 bits are 
extracted. This file will now be stored at a node whose nodeID is same these least significant 20 
bits. When a client requests a particular file, it first hashes the filename and gets the 160 bits 
hash value. From that 160 bit hash value, it extracts the least significant 20 bits. The client (node 
that is posed with query) now knows that, the requested file should be present with a node whose 
nodeID is equal to these least significant 20 bits. The client will look up for the IP address 
corresponding to the nodeID in the mapping table. The client will then request that node for the 
file. File mirrors are also stored at the other locations in the network, making the protocol more 
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2.1 DISTRIBUTED HASH TABLES 
A distributed hash table (DHT) is a reliable, scalable, wide area data storage system that 
frees programmers from many of the complications of building a distributed system. DHTs store 
blocks of data on hundreds or thousands of machines connected to the Internet, replicate the 
data for reliability, and quickly locate data despite running over high latency, wide area links. The 
DHT addresses problems of locating data and replicating it for reliability, which are common to 
many distributed systems, without additional work by the application.  
The DHT provides a generic interface, which makes it easy for a wide variety of 
applications to adopt DHTs as a storage substrate: PUT: stores data in the system under a key; 
GET: retrieves the data. Distributed hash tables fill a gap in the design space of storage systems. 
DHTs occupy  middle place between small systems with strong guarantees on the service they 
provide (such as distributed file systems) and large unorganized, best effort systems (such as the 
World Wide Web or file sharing systems). DHTs are able to operate over a large and previously 
unoccupied area of the design space; the existence of a single, practical system that operates 
throughout this regime makes it easier to write new distributed applications. 
Inspired by small, LAN based systems (which we will call transparent distributed 
systems), DHTs provide probabilistic guarantees on the success of a GET or PUT operation. At 
the same time DHTs can also operate on the large scale systems designed to run on the wide 
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area (which we will call Internet systems). Transparent distributed systems, such as Harp [18] 
and DDS [19], combine the resources of a number of systems, while trying to hide any evidence 
from the user which reveals that the system is distributed.  
In order to obtain this clarity, these systems provide strong guarantees on the results of 
operations. For example DDS, guarantees that a GET operation will always see the results of the 
last PUT operation. This guarantee is provided because transparent distributed systems are 
designed to run on a small number of machines connected to a local area network and it is 
assumed to have a high bandwidth, low latency, reliable interconnect. DDS could not make the 
same guarantees on the wide area because in its case the above assumptions are violated and 
assumes that the network is never partitioned. The techniques used by these systems in order to 
provide consistency are expensive to run over unreliable, high latency links. 
 
 The other research ancestors of DHTs, Internet systems along with transparent 
distributed systems, have the goal of aggregating the resources of multiple machines. However, 
Internet systems mainly focus on maximizing scale but not on the transparency. These systems 
are designed to run on a large number of geographically distributed nodes on the wide area 
network. The scalability of these systems comes at a cost of some fixed guarantees:  a file 
sharing service like Gnutella offers a keyword search interface but it may fail to return the location 
of a file even if the file exists in the system [20].  
 
DHTs are developed as a result of the need for a system which is scalable with the 
Internet systems (large number of machines, large amount of data, large inter-node latency). 
DHTs overlook some of the of the guarantees offered by the transparent distributed systems and 
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cannot be scaled as well as the loosely organized systems like the web. But the system will run in 
a wide range of environments including the machine room clusters to a collection of cable 
modems, and provide a generic interface that is a suitable for a large number of distributed 
storage applications that can operate with consistency.  
The lack of strong consistency has not limited the usefulness of DHTs. Scenarios that 
requires strong consistency, such as write sharing, are rare and applications designed to run on 
DHTs can be designed to minimize the amount of mutable data in the system and eliminate the 
possibility of multiple writers [21]. Because DHTs work in a variety of deployment scenarios, they 
provide the possibility of a near universal storage infrastructure. Any wide area distributed system 
must be able to sustain with the challenges of node scale, network delay, and node failure. DHTs 
implement mechanisms such as replication and efficient location algorithms. 
The DHT interface may prove to be the storage equivalent to the IP abstraction for 
networks. DHTs are widely used because they can be adopted even in small systems where the 
systems need not maintain full membership information in order to route the queries. DHTs.
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2.2 CHORD PROTOCOL 
Chord presents a new way out to the problem of efficient location of the node. It uses routed 
queries to locate a key with a small number of hops, which remains small even if the system 
contains a large number of nodes. Essentially, It supports just one operation: given a key, it maps 
the key onto a node [1]. Data localization can be implemented by associating each key with a 
data item. 
 
2.2.1 OVERVIEW OF THE CHORD PROTOCOL 
Distributed computation of a hash function that is provided by the Chord protocol, uses consistent 
hashing [2], [3], [9], which balances the load. The same number of keys is received by all nodes. 
In a N node network, each node maintains information only about O(log N) other nodes, and a 
lookup requires O(log N) messages. When an Nth node joins (or leaves) the network, an O(1/N) 
fraction of the keys are moved to a different location, which maintains a balanced load. A join or 
leave requires O(log
2 
N) messages to update the routing information[1]. 
 
Figure 2.1 Identifier circle with m=3. 
 
The Chord circle shown in figure contains three nodes: 0, 1 and 3. The successor of node 2 is 
node 3. 
Chord uses the routed queries to locate a key, using identifiers to refer to nodes and keys 
“to let nodes enter and leave the network with minimal disruption" [1]. Each node and key is 
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assigned an m-bit identifier using SHA-1[11] as a base function. NodeID (identifier) is obtained by 
hashing the IP address of the node, which is a unique id assigned for each node. The 160 bits 
obtained by hashing the IP address will form its corresponding nodeID. KeyID (identifier) is 
obtained by hashing the filename.  
Length of the identifier should be large enough so that the probability of two keyIDs 
hashing to the same identifier is negligible. In consistent hashing keys are assigned in the 
following way: Identifiers are ordered on an identifier circle modulo 2
m
. Key k is assigned to the 
first node whose identifier is equal to or follows (the identifier of) k in the identifier space. The 
node is called the successor node of key k, denoted by successor(k). Every node n maintains a 
routing table with up to m entries (where m is the number of bits of the identifiers) called finger 
table. The ith entry in the table at node n contains the identity of the first node S that succeeds n 
by at least 2
i
-1 on the identifier circle. This node S is called the i
th
 finger of node n.  
2.2.2 KEY LOOKUPS 
The principle function of Chord protocol is the key look-up function. For a better 
knowledge an insight is provided into the simple key lookup and scalable key lookup. 
 
2.2.2.1 SIMPLE KEY LOCATION 
When a node receives a query, it responds with a reply if it contains the requested file 
else, it will forward the query to its successor. The successor in turn will search for the existence 
of that file with it. If it finds it, then the successor, will simply respond to the request. In this way 
each query passes through all the successors, until it reaches the node where the file is located. 
In the worst case, the query needs to be forwarded N times in a circle with N nodes, so 
the cost of a lookup is linear with the number of nodes. In systems with a large number of nodes, 
lookups would be too slow. Therefore, Chord uses a scalable key location function which will 





2.2.2.2 SCALABLE KEY LOCATION 
Routing information is stored to accelerate lookups so as to provide a better and efficient 
lookups. Every node n maintains a routing table with up to m entries (where m the number of bits 
of the identifiers) called the finger table. 
The i
th 
entry in the table at node n contains the identity of the first node S that succeeds n 
by at least 2
i-1 
on the identifier circle. This node S is called the i
th







Figure 2.2: Shows the routing table for nodes. Finger table entries are calculated by the formula 
finger[i] = successor (n+2
i-1
) 
Each Chord needs “routing” information about only a few other nodes. Because the routing table 
is distributed, a node resolves the hash function by communicating with few other nodes. 
Important characteristics of Scalable key location: 
• Each node stores information about a small number of nodes (m). 
• Each node knows more about nodes closely following it than about nodes farer away. 
• A finger table generally does not contain enough information to directly determine the 
successor of an arbitrary key k. A node has to contact other nodes in order to resolve the 
hash table. 
• In the steady state, in a N-node system, each node maintains information only about 




When a node is asked to find a particular key, it will first find the highest predecessor of this key 
in its routing table and forward the key to that node. This procedure will, iteratively determine the 
node responsible for the key.  Since each node has finger entries at power of two intervals 
around the identifier circle, each node can forward a query at least halfway along the remaining 
distance between the node and the target identifier. The lookup time is O(log N). Figure 4 shows 








Figure 2.3 Scalable Key location 
2.2.5 NODE JOINS 
When a node joins the system, the successor pointers of some nodes will have to change. It is 
important that the successor pointers are up to date at any time else the correctness of lookups is 
not guaranteed. The Chord protocol uses a stabilization protocol running periodically in the 












Figure 2.4 (a) N26 joins the Chord ring. It sets its successor pointer to N32 and notifies N32, 





Figure 2.4 (b) N26 copies K24. Next time N21 runs stabilize(), it detects N26 as its new 
successor. N21 changes its successor pointer to N26 and notifies N26, so N26 sets its 
predecessor pointer to N21. 
2.2.6 STABILIZATION 
Stabilization protocol is used to keep nodes successor pointers up to date, which is 
sufficient to guarantee correctness of lookups. Those successor pointers are then used to verify 







2.2.7 NODE FAILURE 
The correctness of the Chord protocol entirely depends on the fact that each node knows 
its successor. When a node fails, it is possible that existing node does not know its new 






Figure 2.5 Node Failure 
When nodes N14, N21 and N32 fail simultaneously, N8 now has no chance to know about 
its new successor N38, because it does not show up in the finger table of N8. 
 
In order to deal with this situation, each node maintains a successor list of size r, 
containing the node’s first r successors. When the successor node does not respond, the node 
simply contacts the next node on its successor list. Assuming that each node fails with a 
probability p, the probability that every node on the successor list fails is p
r
. Increasing r makes 
the system more robust. With this parameter tuning, any degree of robustness can be achieved.  
2.2.8 QUANTITATIVE ANALYSIS 
• For any set of N nodes and K keys, with high probability: 
1. Each node is responsible for at most (1+e)K/N keys 
2. When an (N+1)st node joins or leaves the network, responsibility for O(K/N) 
keys changes hands (and only to or from the joining or leaving node) [1]. 
• If we take a stable network with N nodes, and another set of up to N nodes joins the 
network with no finger pointers (but with correct successor pointers), then lookups will still 
take O(log N) time with high probability. 
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• If we use a successor list of length r=O(log N) in a network that is initially stable, and then 
every node fails with probability 1/2, then with high probability find_successor returns the 
closest living successor to the query key. 
• If we use a successor list of length r=O(log N)in a network that is initially stable, and then 
every node fails with probability 1/2, then the expected time to execute find successor in 


























In Gnutella [3], servants are the nodes that perform tasks normally associated with both clients 
and servers. They provide client side interfaces through which users can issue queries and view 
search results, while at the same time they also accepts queries from other servants, check for 
matches against their local data set, and respond with applicable results.  
Gnutella consists of a set of descriptors which are used for communicating the data between 
servants and a set of rules governing the inter-servant exchange of descriptors [11] which are 
given below: 
DESCRIPTOR DESCRIPTION 
Ping A ping message is used to discover hosts on the network. According to the 
expectation a servant that receives a ping message is responded with one or 
more Pong descriptors 
Pong It is a response to a Ping message. This message will include the address of a 
connected Gnutella servant and also the information about the amount of data it 
is making available to the network. 
Query This is the primary mechanism for searching the distributed network. A servant 
that receives a Query descriptor will respond with a QueryHit if a match is found 
against its local data set 
QueryHit It is response received for a query. This descriptor provides the recipient with 
sufficient information to acquire the data matching its corresponding Query. 
Push This will allow a firewalled servant to contribute file-based data to the network. 
 
Table 2.1 Descriptors of Gnutella 
A Gnutella servant connects itself to the network by establishing a connection with another 




2.3.1 DESCRIPTORS AND THEIR ROLES IN DETAIL  
 
Ping: A servant uses ‘Ping’ descriptors to search for the other servants in the network. A servant 
receiving a Ping message may respond with a Pong descriptor. 
 
Pong: They are sent in response to an incoming Ping descriptor. More than one Pong messages 
may be sent in response to a single Ping descriptor.  
 
Query: Query is a request message for a particular file in the network. A servant forwards this 
Query descriptor to all its neighbors. These servants will in turn forward this Query descriptor to 
their corresponding neighbors except to the originating server.  
 
QueryHit: These descriptors are sent in response to an incoming Query descriptor. A servant will 
respond to the Query with a QueryHit if it contains data which strictly meets the Query search 
criteria. 
 
Push: If there exists a servant in the network that sends the servant a QueryHit descriptor, 
(indicating that it has the data which meets the query search criteria sent by the originating 
servant), but doesn’t support incoming connections, implying that the servant sending the 
QueryHit [12] is behind the firewall then the originating servant would send a Push descriptor.  
The servant that is the target of the Push request attempts to establish a new TCP/IP connection 




2.3.2 ANALYSIS OF GNUTE
The subsection below describes some interesting results regarding the messages that 
were routed through a cluster 
 
Figure 2.6 presents the message breakdown by Message Type. Only a very few Push 
messages (i.e. 3; 000) were routed through the cluster 
the pie chart. Figure 2.6 confirms that Gnutella has actually a huge communication overhead
ping/pong messages), since it is averagely 63% of all the messages. That is due to the fact that 
Gnutella connections are relatively unstable which leads peers in a endless effort of discovering 
new peers rather than to the fact that peers are joini
Pong Stealing might be a reason why a peer is attracting more network load than the load it can 
really handle. Pong Stealing is when an intermediate node B is obtaining the 
Pong message which is routed through it. In this situation a host C which replied positively to a 
ping request of a host A might get a connection request from both A and B although its initial 
intention was to accept only 1 connection. This











- X. The sample that is analyzed exceeds 56 million messages.
- X and hence they are not pres
ng and leaving the network at fast paces. 
IP
 phenomenon might destabilize C




 address, from a 
s current network 
 [24]. 
 
 Another reason for network instability might be that some "powerful" host A is
messages to another "weak" host "B" with a result that B is kept so busy that it is not able to 
handle its rest connections. if B is implemented appropriately (i.e. keep different queues for 
different connections) then of course such a thing won't occur bu












Figure 2.7 presents the amount of queries routed through our cluster versus the amount of 
queries that were routed with queryhits. A similar measurement was obtained in [1
percentage of Queries with Queryhits varied between 10
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2.3.3 COMMUNICATION IN GNUTELLA 
 A node that is posed with a request sends the query to all of its neighbour nodes, who will inturn 
send the query to all of their neighbour nodes and this query broadcasting continues until the 
query reaches a node that has a file which matches the query, or until a certain predefined 
maximal number of forwards is reached. If the destination node (node where the requested file is 
present) is reached, then that node sends back a reply to the query containing its address, the 
size of the file, speed of transfer, etc. The reply travels through the same path by which the query 
arrived, but in the reverse order back to the node that posed the query. In this manner each 
message is propogated to upto n
p 
other nodes where n is the number of neighbour nodes and p is 









Figure 2.8 Communication between nodes in Gnutella when node 1 queries the network. 
 
Figure 2.8  represents the communication that takes place in Gnutella. When node 1 recieves a 
query, it broadcasts the query to its neighbour nodes 2 and 3. 2 and 3 nodes in turn broadcast the 
request to their respective neighbours which are 4, 5 and 6, 7 respectively. Nodes 4, 5, 6, 7 in 
turn broadcast their requests to their neighbours. In this way the request traverses the network 
until it hits a nodes with the required response or until a maximal number of forwards is reached. 
 
INTRODUCTION 
The prime goal behind designing 
in the distributed data storage systems,
number of lookup messages.
and supervises and controls the communication.
with Chord. It is similar in the way it
there can be a maximum of 2
2
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THE CHORELLA FRAMEWORK 
 
CHORELLA is to provide an efficient way of addressing a node 
 to avoid the heavy network traffic and minimize the 
 It is an overlay network that sits on the top of the physical network 
 CHORELLA shares some of its characteristics 
 organizes its nodes on the identifier space. We 
20
 nodes that can be a part of the network; CHORELLA
 
CHORELLA sitting on the top of physical Network.
consider that 




3.1 MAPPING OF NODES 
The traditional method of assigning nodeIDs using the hash function is not useful for CHORELLA. 
Assume the nodes were assigned the nodeIDs in the following manner: 
• IP address of each node that comes in is hashed to 160 bits using SHA-1 hashing 
algorithm [13] [14]. 
• Least significant 20 bits of the 160 bits are extracted and these 20 bits  form the nodeID 
of the nodes. 
It leads to the problem of collision of the nodeIDs arises. That is more than one node has a same 
nodeID, although the nodeIDs are supposed to be unique. If more than one node has the same 










Figure 3.2 Plot of the number of collisions against the number of nodes in the network when the 

















Figure 3.2 shows that there is a fair chance for collisions when the nodeIDs are obtained 
by hashing the IP addresses using SHA-1 hash algorithm and then extracting the least significant 
20 bits of those 160 bits and hence forming the nodeID                                                                                                                                                            
Every node that wants to be a part of network, must register itself with the Manager node. 
The Manager node is a supervising node taken to be always alive that sits on the top of network 
managing and supervising the communication among the nodes. The Manager node assigns to 
each node a 20 bit ID, and this assignment is a one to one mapping. A node is assigned a unique 
ID in the same order as it joins the network. Since ID space ranges from 0 to 2
20
 , there can be a 
maximum number of 2
20
 nodes in the network. 
Let this 20 bit address assigned by the Manager  node be the nodeID of the corresponding node. 
• Place this node on an identifier circle of identifier space 2
20
. Identifier circle can be 
thought of as a circle which represents values between 0 and 2
20
-1 
• The Manager node is responsible for storing and updating the mapping table. Mapping 
table contains a set of IP addresses and their corresponding 20 bit mapped value or 






Figure 3.3 Identifier circle with an identifier space of 2
2
. MN is the Manager node 
Figure 3.3 shows how a node is placed on an identifier circle. When a node with nodeID 6 




Figure 3.1 shows how the CHORELLA looks like. The top most layer, Layer-1 has the Manager 
Node, the supervisor of the communication. The middle layer, Layer-2 has the CHORELLA, 
nodes which are mapped to the physical nodes on Layer-3. 
3.2 FILE DISTRIBUTION  
Any file that is to be placed on a node: 
• Approaches any random node in the network. It is the responsibility of that node to 
hash the file key using the SHA-1[13] hashing algorithm. 
• The node hashes it keys (Key of the file depends upon the application using it, 
CHORELLA doesn’t define this) to a 160 bit hash value using SHA-1, a consistent 
hashing [6], [14] algorithm. 
• Least significant 20 bits of the 160 bit hash value, together with 160 bit hash value and 
file key forms the KeyID. 
• KeyID = [ least significant 20 bits of the 160 bit hash value ; 160 bit hash value of key ; 
filekey ] 
• Though the 20 bit key hash of each file may not be unique but, the 160 bit hash value 
together with 20 bits and file name makes it unique. 
• This file is placed at a node whose nodeID is equal to the keyID (least significant 20 



















Table 3.1 illustrates the mapping table which holds the IP addresses and their corresponding 
nodeIDs. 
3.3 FILE SEARCH  
When a client (one among 2
20
 nodes) requests for a file: 
• The client itself converts the key associated with the file into a 160 bit hash value using 
SHA-1 algorithm. 
• It extracts the least significant 20 bits of the 160 bit hash value and forms the keyID 
• The client then obtains the IP address of the node whose  nodeID is equal to the first 
value (20 bits) of the keyID searching from the mapping table. It searches for the IP 
address corresponding to the node whose nodeID is equal to the 20 bits in keyID.The 










Figure 3.4 represents an example for the file search operation. When there is a query for file 
name db.txt (i.e., a file, named db.txt is requested by the client), the client will first convert the key 
of the file into an integer value of length 4 (In case of CHORELLA it is the 160 bit hash value) 
which is 6202. The least significant 2 digits of the 6202, i.e., 02 is extracted. The client now 
knows that the file should be present with the node whose nodeID is equal to 02. So the client 
now searches for the IP address corresponding to nodeID 02 from the mapping table and obtains 
it. After obtaining the IP address the client, directly sends the request to that IP address and 
obtains the file. 
3.4 NODE FAILURE  
Nodes may leave the network at their own will, without even informing any other nodes in the 
network. But if the nodes become unavailable, the data present with node is lost forever. If this 
happens then the data availability is not guaranteed. To ensure data availability in case of node 
failure, every file that comes in, is stored at more than one location. This replication ensures the 
data availability even in case of node failures making the protocol reliable. The mirrors are stored 
at various locations in the following manner. 
• Each file on a node is replicated [6] and placed at other nodes. 
• File is stored at a node whose nodeID is equal to the keyID in the identifier circle. Every 
file is replicated and stored at two or more locations.  
• Copy of the file is stored at locations or nodeID’s which are obtained by rehashing the 
original 160 bit hash value obtained by hashing the filename, and extracting the least 
significant 20 bits from it. This mirror file is stored at a node whose nodeID is equal to 
these 20 bits, obtained. Second mirror will be stored at a location obtained by rehashing 
the second set of 160 bits (which in turn are obtained by rehashing the 160 bits of the file 
name) and extracting the least significant 20 bits of those 160 bits. Number of replications 
or the number of mirrors depends on the probability of node failure in the network.  
• The client first requests the owner node for the file. If the owner doesn’t respond to the 
request submitted by the client in a stipulated time interval, the client forwards its request 
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to that node whose nodeID is obtained by rehashing the 160 bit hash of the file key. In 
this manner the client searches for the file with every mirror until it finds the requested 
file. Thus ensures the availability of the consistent data even in case of node failure. 
• There is a manager node which is always alive, to keep track of modifications in mapping 
table. If any client submits its request and the node doesn’t respond within some 
stipulated time interval, the client assumes node to be absent in the network and thus 
reports to the manager node about the absence of that node. The manager node keeps 
track of number of absences for each node. When the count reaches (log N) the manager 
node will update the mapping table by deleting the tuple corresponding to that node.  
• Number of mirrors is choosen in such a way that the probability of all the mirrors leaving 
the network is almost null. 
3.5 NODE JOINS  
Assuming the probability of node joins is not too high; any node that wants to join the network is 
accommodated at the first available empty space in the mapping table. That is, the incoming new 
node is given that nodeID which the node that left the network had starting from the beginning of 
the mapping table. If all the nodes are present in the network, then the incoming new node is 
assigned the same nodeID beginning from the identifier space ‘0’.  
In this case the mapping table holds two IP addresses corresponding to one nodeID. This node 
shares the same data that was held with the older node with the same nodeID. If one of the 
nodes fails, the other simply replaces it.  
Although, the probability that all the nodes in network be alive is low, most times new nodes just 
fill in the empty spaces in the mapping table left by the nodes that left the network. 
The following example will give a better idea of node joins: 
 












Table 3.2 illustrates the mapping table which holds the IP addresses and their corresponding 
nodeIDs when a node left the network 
In the table 3.2 the node with nodeID 00000000000000000011 left the network. Any new node 
that wants to join the network will be assigned a nodeID 00000000000000000011. The Manager 
node checks for the availability of any empty space in the Mapping table. The first blank space it 









4.1 NUMBER OF HOPS 
Any request just takes one hop to reach the node which contains the file requested. In case of 
node failure any request may take a maximum of those many hops as the number of mirrors for 
any file in the network.  
4.2 NUMBER OF COLLISIONS OF NODEIDS 
If the nodeIDs are assigned using the following technique then there is a possibility of collision of 
nodeIDs: 
• Hash the IP address of node to a 160 bit value using SHA-1 hashing algorithm 
• Extract the least significant 20 bits of the 160 bits, and these least significant 20 bits form 
the nodeID of the node with corresponding IP address. 
When the above technique is implemented practically to assign the nodeIDs to the nodes then 
there were some collisions found. The following is the data obtained after the simulation: 



























Figure 4.1 Plot of the number of collisions against the number of nodes in the network when the 
NodeIDs are assigned using the SHA-1 hash function. 
   
When the nodeIDs collide then it is difficult to store and retrieve the data from the which has its 
nodeID shared with other nodes. Inorder to avoid the problem of collisions, the nodes are 
assigned the nodeIDs by one to one mapping by the manager node. 
4.3 NUMBER OF KEYS PER NODE 
Keys are evenly distributed among the nodes to ensure the load balancing. The following results 
obtained from the simulation show that the files are evenly distributed. Each node is responsible 




















AVERAGE NUMBER OF FILES PER NODE: 



























Table 4.2 showing the average number of keys per node. 
 
 
Figure 4.2 Plot of average number of keys per node when 1-1 mapping is used to assign node ids 
and number of nodes is 2
15






Maximum number of keys held by a node 
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Table 4.3 showing the maximum number of keys per node. 
 
Figure 4.4 Plot of the maximum number of keys a node can have as the number of nodes is 2
15
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4.4 NUMBER OF MIRRORS 
Query hit is when a node gets a reply for its query for a file. Query miss is when a node doesn’t 
get the file it queried for. The following are the results of the simulation obtained when the nodes 
leave the network with various probabilities. 
Fraction of 
nodes failed 
No of files 
searched 
No of existing 
files 
No of non 
existing files 



































Table 4.4 Data obtained when the network stores no mirrors 
Fraction of 
nodes failed 
No of files 
searched 
No of existing 
files 
No of non 
existing files 



































Table 4.5 Data obtained when the network stores 1 mirror that is each file is replicated once. 
Fraction of 
nodes failed 
No of files 
searched 
No of existing 
files 
No of non 
existing files 










































Figure 4.6 Plot of Queryhit against the fraction of node failure for a network of size 2
20 
nodes and the number of queries = 100000 
 
































 files stored on them. 
When the network is searched for 100000 files, the above are the files found in the network. This 
shows that the success rate of file search is very high in the network with 1 mirror when 
compared with the network with no file replication. As compared with the network with 2 mirrors 
and 1 mirrors there is only a little difference between the corresponding success rates. 
 
 
Figure 4.7 Plot of Querymiss against the fraction of node failure for a network of size 2
20 






























From figure 4.7 it can be seen that the node failure is very low when there is a file replication. The 
above results show that when there are 2 mirrors in the network, the rate of misses due to node 
failures is very low. If the network stores 2 mirrors for each file, even when 25% of the nodes in 
the network fail, only less than 1% of the queries are not answered. This means having 2 mirrors 






























CONCLUSIONS AND FUTURE WORK 
CHORELLA is a distributed data addressing scheme built upon the ideas of Chord and Gnutella. 
The data is evenly distributed among all the nodes in the network, thus ensuring load balancing. 
In CHORELLA, any file search operation takes just one hop. Only in case of node failures if the 
target or the owner load is not present in the network, then the protocol may take at most as 
many hops as there are number of mirrors in the network. 
To ensure data availability the data is replicated and stored at more than one location. This 
makes the CHORELLA reliable and tolerant to node failures.  
The main characteristics of the proposed scheme are as follows:  
• For any set of N nodes and K keys, with high probability, each node is responsible for at 
most K/N keys 
• When an (N+1)st node joins or leaves the network, responsibility for keys need not 
change hands. 
• Any file search operation in network will take only one hop in case of no node failure 
• If we take a stable network with N nodes, and another set of up to N nodes joins the 
network, then lookups will still take only one hop with high probability. 
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• The network maintains 2 mirrors for each file. Experimentally it is shown that if each file is 
replicated twice, even in case of massive node failures only 1% of the queries are 
unanswered which is negligibly small. 
• In case of node failures each file search may at most take 3 hops to reach the destination 
node. 
 
FUTURE WORK  
Further research needs to be done to analyze the performance of CHORELLA and improve its 
scalability. Also the mirror nodes in CHORELLA can be used to store different shares of a file. 
When the shares are brought together the file can be recreated. One can see this most clearly 
when the error rate in the CHORELLA network is assumed to be zero. In that case, all the mirror 
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A central problem faced in distributed data storage and in peer to peer applications is the efficient 
location of the node where the requested data is present. Currently popular peer to peer protocols 
such as Chord and Gnutella require enormous overhead. In Chord protocol data needs to be 
moved back and forth in order to stabilize the network and in Gnutella the requests flood the 
network. The above problems call for an efficient and reliable addressing scheme. The protocol 
proposed in this thesis (CHORELLA) can accommodate a maximum of 2
20 
nodes in the network. 
It takes just one hop to find any file in the network and in case of node failures, it may take a 
maximum of as many hops as the number of mirrors or the replication rate in the network. The 
files are evenly distributed among the nodes using SHA-1 hashing function.   
